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1 INTRODUCTION

1.1 Scope and target audience

This document contains information about the configuration and usage of JADE-S, the JADE Secure
Agent Platform.

JADE-S s formed by the combination of the standard version of JADE with the new JADE security
plug-in. It includes features such as user/agent authentication, authorization and secure communication
between agents into the same platform. JADE-S enables a set of security features and provides the base
technology for programmers focused on real-world, agent-based application devel opment.

A brief description of the security model adopted and its features is provided. Also covered are
practical details about permission configuration and a guide for starting a secure JADE platform.

This guide should be used by JADE platform administrators, or developers wishing to understand
and experiment with JADE-S. Some basic knowledge of JADE is required [

Programmers who are looking for API-level description of JADE security will want to read the
generated javadoc APl documentation and the “ JADE Security Programmers Guide”, not yet released.

1.2 How to use this document

This document is structured so as to provide a smooth learning curve, making possible its usage as
both a tutorial and a reference manual. More details about the technologies used are available in the
references section, at the end of this guide.

Section Q)rovi des a brief description of the entitiesinvolved in JADE-S and it is not intended to be a
computing security manual. Section 3 puides you through the steps of starting your first secure JADE
platform. At the end, a complete JADE permission reference is provided.

1.3 System requirements

In order to use the JADE security plug-in you need JADE 2.61 or later, and Sun Java SDK 1.4. The
file jadeS.jar containing the JADE security plug-in needs to be in your CLASSPATH variable. There are
no requirements other than the standard JADE instalation.

1.4 How to Install

Unpack the filej adesecurity. zi p inthe same location of your current JADE installation. The
directory j ade/ add- ons/ securi ty is created containing al the needed files. You also need to add
jade/lib/jadeS. jar toyour Java CLASSPATH.

2 JADE SECURITY MODEL

2.1 Overview

Distributed systems require a high level of security at both the infrastructure and application level.
Distributed Multi-Agent systems, leveraging agent’s autonomy and mobility, require even greater
attention to security issues.



JADE-S enables a set of security features and provides the base technology for programmers focused
on real-world, agent-based application devel opment.

Multi-agent systems without security support should not provide e-commerce services or other
applications using the Internet. A malicious agent ‘M’, for example, could kill a reseller agent ‘A’, and
take its place selling items, placing/accepting orders and getting payments, acting with a fake identity. As
another example, anyone could connect a remote container to your platform, move a malicious agent onto
your main container, and read/delete all the files on your machine.

JADE-S makes your JADE platform a controlled multi-user environment, where al the components
are owned by authenticated users, whom in turn are authorized by the platform administrator to perform
only certain privileged actions.

JADE-S is based on the Java security model and extends it for multi-agent systems. It also takes
advantage of JAAS (Java™ Authentication and orization Service), JCE (The Java™ Cryptography
Extension) and JSSE (The Java™ Secure Socket Extension) technologies in order to provide arich set of
security features to agent-based application developers.

2.2 Basic Concepts

A JADE agent platform can be spread across multiple containers over several hosts. A JADE-S
platform, which uses the JADE security support, is a multi-user environment where each component (e.g.
an agent or a container) is owned by auser who is responsible for its actions. Users must be known to the
platform and must be authenticated by providing username/password in order to take ownership of any
components. A simple scenario with two users that own agents on three containersis showed in Fijure 1

Not all users can perform al actions available on the platform. The platform policy file contains
information about which privileged actions can be performed by authorized users.

An agent proves its identity by showing its Identity Certificate, signed by the Certification Authority.
Using digitally-signed certificates, the platform can be sure of the identity and the ownership of the
agents, and can grant or deny permission of performing certain actions.

Alice Bob
O

Main Container Container-1 Container-2
Jade Jade
Password || Policy
File File

Figure 1. A multi-user scenario. User ‘Alice’ owns: the Main Container, two agents on it and the Agent ‘A’.
User ‘Bob’ owns: Container-1, Container-2 and the agent on it. Users have to login into the platform
providing username and password. Authorization for performing actions is obtained only if allowed
according to the JADE policy, or through the delegation mechanism. JADE agents can perform all the
operations that are allowed to their owners.



Additionally, an agent can perform other actions, using the delegation mechanism, borrowing more
credentials from other agents and showing these credentials to get permission to perform those actions.
These additional credentials are passed through Delegation Certificates that are signed by the platform’s
certification authority.

The sections numbered from|2.3 tp escri be the mechanisms and concepts used in JADE-S, such
as authentication, authorization, JADE permissions, JADE policies, certificates, the Certification
Authority, the delegation mechanisms and the secure communication.

2.3 Authentication

Each component in the platform is “owned” by an authenticated user. The user who starts-up the
platform initially owns the AMS, the DF and the main container. Other authenticated users can own
containers or other agents.

An user must be authenticated, providing a username and password, to be able to own or perform
actions on a component of the platform. This works similar to file ownership in multi-user operating
systems. Usernames and passwords are checked against the JADE password file, which is unique to the
whole platform and isloaded with the Main Container.

Each agent owns an Identity Certificate containing the name of the agent and that of its owner. The
certificates owned by an agent can be shown to prove its identity, who its owner is, and which resources it
has access to.

2.4 Authorization

In a JADE-S platform, permission for accessing resources can be granted to Principals in a manner
similar to Java Authentication and Authorization Service (JAAS)[E

Using JAAS terminology, a Subject is typicaly a user or arole in an organization that can perform
actions on resources. A certain Subject can have multiple Principals, like each one of us can have severa
accounts to accessto different systems.

JADE-S uses the concept of Principal as an abstraction for a user account, an agent or a container.

A Principal must be authorized by the Java security manager in order to perform privileged actions
(e.g. send a message, move to a container, or play a note through the sound card). The security manager
allows or denies the action according to the JADE platform’s policy.

Permission to perform an action can be assigned by the platform administrator to a certain Principal
using the policy file loaded at start-up, or can be assigned at run-time by another agent, using the
delegation mechanisms.

2.5 Permissions and Policies

JADE-S uses the new Java support for principal-based authentication. Permissions are assigned not
only to pieces of code, asin the old Java sandbox model, but also to who executes that code.

A Permission is an object that describes the possibility of performing an action on a certain resource,
referred to as the Target. There are several types of permissions in Java: FilePermission,
SocketPermission, AWTPermission, and_many others. JADE-S introduces others: AgentPermission,
ContainerPermission, etc. See section 4 for a complete reference of Permissions and actions. For each
permission object thereisalist with the allowed actions. Mwws a set of three permission objects
that allow a Principal to perform certain actions on a Resource.




A policy specifies which permissions are available for various principals. The Java security manager
permits only the actions alowed by the current policy. You can provide your policy, when you start a
JADE platform, through a Policy Filethat contains alist of the allowed actions. The policy file syntax for
JADE is the same as Java, and you can combine Java permissions and JADE permissions in the same
policy file.

Permission_A,
(actionl, action2, ...)

Permission_B
—

Permission C
(actionl, action2, ...)

Figure 2 - A principal-based policy with more permissions on a resource

A palicy file contains entries that usualy look like:

grant principal jade.security.inpl.Principallnpl "alice" ({
i pernission jade.security.inpl.AgentPernission "bob", "send-to,receive-front;

which means. allow principal caled “alice” to receive and send messages from/to agents with
principal “bob” (that isthe resource object of this action).

The permission is defined by the class jade.security.impl.AgentPermission which alows (amongst
others) the actions “send-to” and “receive-from”. This permission is granted to any agent owned by
“aice’.

AgentPermission
(send-to, receive-from)

Figure 3 - Principal ‘alice’ can receive and send messages to agents owned by ‘bob’

A permission is a“positive’ statement that grants a right to a principa. The current Java model does
not allow “denying” statements. All permissions not explicitly granted in the policy are denied.

2.6 Certificates & Certification Authority

The Certification Authority (CA) is the entity that signs al the certificates for the whole platform. It
isthe only one that owns a public/private key pair. These two keys are created such that when a document
is encrypted using the private key, it can be read only if the corresponding public key is owned, and vice-
versa. The private key is kept secret and never given to anybody else. When the CA signs a document, it
first makes adigest of it, which is a shorter non-reversible version of the document, akind of a checksum.
Then the digest is encrypted with the private key. This encrypted digest is maintained along with the



document. Any other entity can verify the authenticity of the document by decrypting the digest by using
the CA public key, making a digest of the document again, and comparing these two digests. More
information about public key encryption and certificates can be found at [6] [7].

A secure JADE platform provides a single CA into the Main (!;alner, accessible from any
container. This solution avoids a complex authorities hierarchy or problems of distributing keys to
containers. It also results in a more efficient implementation since certificate verification (performed with
the CA public key) occurs more frequently than certificate signing, which requires the CA private key and
hence communication to the main container.

Since al JADE certificates are signed by the platform Certification Authority, they are valid only
internally to the platform where they were signed.

Rey BeoH Ro ey
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Certification - Agent
SRR, = Identity Certificate
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Figure 4: Each agent has got its own Identity Certificate. An agent can
create Delegation Certificates, which contains the list of permissions to delegate. Such certificate can be
sent to an other agent that addsit in its certificate folder and can take advantage of the delegated
permissions.

2.7 Delegation

This mechanism allows the “lending” of permissions to an agent. Besides the | ity certificate, an
agent can aso own other certificates given to it by other agents, as shown in Fmecificdly an
agent ‘A’ can delegate some permissions to another agent ‘B’ by sending it a Delegation Certificate.
Once the agent ‘B’ has added this new certificate into its certificate folder, it is allowed to perform the
privileged actions that agent ‘A’ delegated to it.

For example, agent ‘A’ has permissions to read a text file, and agent ‘B’ does not. Agent ‘A’
delegates that permission to ‘B’ by creating and sending to it a Delegation Certificate. Agent ‘B’ can now
read that file on behalf of ‘A’ using the received delegation certificate.

Delegation Certificates can be limited in time so that the delegation is valid only until it expires.

2.8 Secure Communication

In order to secure the communication between agents on different containershosts, JADE-S enables
the usage of the Secure Socket Layer (SSL) protocol, providing privacy and integrity for all intra-platform
connections.

This enables a soli tection against malicious attempts of packet sniffing. Mare information about
SSL can be found at H Documentation about SSL and Java can be found at [4]lIThe next sections
provide examples of using SSL in JADE-S.




3 GETTING STARTED

3.1 My First JADE-S Platform
In this section we will run a secure JADE platform with asimple policy file
Open acommand prompt console and go to the directory:
jadeladd-ong/security/runExamples/myfirst/.

All files needed to run this example are in this directory.

3.1.1 Policy file

As explained in section 2, you need to provide a Policy File that says ‘who’ isallowed to do ‘what’ in
the platform.

In this directory, you will find a simple policy file we use for our example: myfirst. policy. An
explanation of the entriesin thisfile will be provided in the following sections. At the end of this tutorial,
you will be able to create and modify your own policy files.

3.1.2 Authentication and Passwords

Only authenticated users with sufficient permissions may start up a JADE-S platform. The Main
container, AMS and DF are owned by the user launching the platform. To launch the platform, a user
must provide a username and password matching one of those contained in the JADE password file
installed in your system.

For this example you can use the password file: myfirst/myfirst.passwd. It contains two entries, a
user: “alice’ with password: “wannapass’, and a user: “bob” with password: “letmepass’.

You can aso create a new password file as explained at section If you use Unix-like machines
that use DES-based (Data Encryption Standard) shadow passwords (€.g. Linux) you can use the system
password (/etc/shadow) to launch a JADE-S platform.

3.1.3 Sarting JADE-S

We are going to start a JADE-S platform composed of a Main Container, AMS, DF, RMA and a
“Dummy Agent”, as well as another container hosting a second “Dummy Agent”. The scenario is shown
in F@hae the Main Container and its agents are owned by user ‘alice’; Container-1 and its agents
are owned by user ‘bob’.

Please note that more complex scenarios are possible, with agents owned by same/different users on
same/different containers and JVMs.

At a command prompt execute the file main.bat. After a few seconds the Main-container with all the
agents, asshownin Fﬁuie?.hart up and the window of da0 appears.

Using a second command prompt, execute the file cont . bat to start Container-1 with the agent
dal. Thewindow of dal will appear.



ams df rma dal

288 % :

Main Container Container-1
Jade Jade
Password || Policy
File File
JVM JVM

Figure 5: The JADE-S platform of the “myfirst” example with two Java Virtual
Machines running the Main-Container and the Container-1.

3.1.4 Platform Start-up Details

Here we provide a description of what is contained in the files used in the previous section to start up
aJADE-S platform.

In order to create the Main-Container we executed the file mai n. bat :

java -Djava. security. manager » Enables Java security manager
-Dj ava. security. poli cy=nyfirst.policy ———p Policy File
j ade. Boot - gui
j ade. security. passwd=nyfirst.passwd ———p Jade Password File
-owner al i ce: wannapass p User:Password of the Platform’s Owner
dao: j ade. t ool s. DunmyAgent . DunmyAgent ———p Start a DummyAgent with name: “da0”

The above solution doesn’t require a JADE configuration file.

As alternative, you could also use this command:

i java jade. Boot —gui
-conf nyfirst.conf
-owner alice: wannapass
daO: j ade. t ool s. DunmyAgent . Dummy Agent

providing the policy and password file name into a JADE configuration file like that:

] _ imyfirst.conf i
JVM Policy File —— j ava. securi ty. pol i cy=nyfirst. policy

Jade Password File — j ade. security. passwd=nyf i r st . passwd

If no password is provided with the —owner option, JADE-Swill ask you for it.

The JADE password and the policy files on the main container are used by all the agents and
containers for the entire platform.
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In order to create the Container-1 owned by the user ‘bob’, we executed the filecont . bat :

i _cont. bat

java -D ava.security. manager
-Dj ava. security. pol i cy=basic. policy
j ade. Boot -cont ai ner
-owner bob: | et mepass
dal:j ade. t ool s. DunmmyAgent . DunmyAgent

In this case no JADE configuration file is used. As alternative you could use a configuration file for
setting the basic policy file name.

For al the containers in the platform (except the MainContainer) it is necessary to enable the Java
security manager with the file basi c. pol i cy that contains the minimal Java permission to start JADE.
This policy file does not contain JADE permissions, as the agents running in this container obey the
JADE policy provided to the Main Container. The username: password is automatically checked against
the main container password file, which is unique for the whole platform. As with standard JADE, this
second container can be either on the same host or on a different one on the network.

3.1.5 Exchanging Messages

We will next exchange messages between da0 and dal, to verify if they have the permission to do
SO.

Let's send a message from the da0 window, ACLMessage tab, add the receiver (right mouse click,
add) name “dal”, and click on the checkbox since you provided a non-GUID name. You may fill the
other fields (Content, Language, Encoding) or leave them blank. Send the message by clicking the yellow
envelope icon on the top-left side of the Dummy Agent window. The message will not arrive to dal and
an exception will be thrown.

Now[3$hut down both Container-1 and the Main-Container, and uncomment the following lines in the
file myfirst.policy, as shown below:

vy
/] --- UNCOWENT for allow ng nessage exchange between 'alice' and 'bob'
/1
grant principal jade.security.inpl.Principallnml "alice" {
perm ssion jade. security.inpl.AgentPerm ssion "bob", "send-to,receive-fron; };

grant principal jade.security.inpl.Principallnpl "bob" {
perni ssion jade.security.inpl.AgentPerm ssion "alice", "send-to,receive-fron'; };

Now restart nai n and cont, and try again to send a message from daO to dal. No security
exception is thrown and the message arrives to dal, sdect it and click on the glasses icon to see its
content.

The modified policy file does allow sending messages from agents owned by ‘alice’ to agents owned
by ‘bob’. Keep the platform running for the next section, where we use permissions to kill agents.

! Current version of JADE-S does not yet support policy refresh at run-time.
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3.1.6 LicensetoKill

The file nmyfirst. policy contains the permission for *alice’ to kill her own agents. Using the
RMA, kill the agent daO; this action is allowed and the agent disappears. Now, try to kill dal. An
exception is thrown because ‘alice’ does not have the permission to kill agents owned by *bob’.

Shut down the platform (both Main and Container-1) and add thisto your palicy file:

grant principal jade.security.inpl.Principallnpl "alice" {

perm ssi on jade.security.inpl.AgentPerm ssion "/dal", "kill";
perm ssi on jade. security.inpl.ContainerPernission "/Container-1", "kill-in";
perm ssi on jade.security.inpl.AVSPerm ssion "/dal", "nodify"; };

Thefirst permission allows *alice’ to kill agents called ‘dal’, the second allows ‘alice’ to kill agents
in Container-1, and the last allows the modification to state of ‘dal’ maintained by the AMS.

Note the leading slash (/') used for agent’s and containers name. No leading slash is used for
usernames.

Start mai n. bat and cont . bat again. Kill agent dal from the RMA. The agent is killed, and no
exception is thrown because this action is now legal.

3.1.7 Changing Owner

During your tests, there is a useful action that can be performed while using the RMA. You can
change ownership to an agent without restarting the platform. To do this, select the agent from the RMA
window, choose “Change Owner” from the menu “Actions’, and provide username/password of the new
owner.

The action of changing ownership has to be allowed by the policy used. In the file
myfirst. policy thispermissionisdefined with the following lines:

igrant principal jade.security.inpl.Principallnpl "bob" {
- perm ssi on jade. security.inpl.Agent Perm ssion "alice",
"t ake";
perm ssi on jade.security.inpl.AVSPern ssi on "bob",
"regi ster, deregi ster, nodi fy";
perni ssion jade.security.inpl.AuthorityPerm ssion "bob",
"sign-ic,sign-dc";

These permissionsalow ‘bob’ to “take” ownership of agents belonging to ‘alice’.

You can go further, experimenting with more scenarios, allowing, for example, the creation of a
platform (jade.security.impl.PlatformPermission), or a container (ContainerPermission), agent life cycle
(AgentPermission), and so on. A complete list of JADE permissionsis|listed in section 4|:|

3.2 Secure Communication

By default, JADE communication is in clear text, and can be sniffed on the network by malicious
software.

Usage of SSL/TLS (Transport Layer Security) enables secure intra-platform communication. To
activate such support, it is enough to include into your configuration file:

12



:imtp=jade. security.inpl.RM SSLI MTPManager ]

This automatically enables SSL for all intra-platform communication. Each remote container needs to
be started with the same option in order to use secure communication.

Having installed the Security Plug-in, this feature can be used also by JADE platform started with the
Dummy Security (i.e.: no security manager, no policy, no passwords).

3.3 Creating a JADE Password File
In the “myfirst” example we used: nyfirst. passwd asJADE passwordfile.

As dready stated, on some Unix-like systems you can also use your Operating System password file
(usualy it is called: /etc/shadow) as the JADE password file. In this case you can use the tools provided
by your O.S. for creating an account or modifying your password.

Otherwise, you need to create a JADE password file. In order to do that, on any system, you can use
the JADE facility contained in the class: jade.security.impl.User.

To add anew JADE user entry in aJADE password file, type:

:java jade.security.inpl.User add —nane alice —pass wannapass !

if you don’'t provide username or password JADE will ask you for them.

To remove an entry from the password file:

ijava jade.security.inpl.User renmove —name alice !

To change password:

ijava jade.security.inpl.User passwd —name alice —pass wannapass !

All these commands work on thefile“j ade. passwd” in the current directory, if it does not exist, it
isautomatically created. Y ou can specify an alternative file name with the option—fi | e.

If you use a Unix-like system as user ‘root’, do not use jade.security.impl.User to modify your system
password file (i.e. /etc/shadow), because some important system information might be lost. Use the
standard tools of your operating systems instead, or use this JADE facility on adifferent password file.

3.4 Java and JADE policy files together

As described in section g5y you can set the Policy File for E, containing all the principal-based
permission entries, which usesthe same Java Policy File syntax 'he policy you set is used in addition
to the default Java policy files: the “ System Policy File” and then the “ User Policy File’.

If you enable a security manager, Javaloadsfirst the “ System Policy File” located at:

java. hone/lib/security/java.policy (Unix)
java. hone\lib\security\java.policy (Wn32)

then the “User Policy File”, which is at:

user. hone/.java. policy (Unix)
user. hone\.java.policy (Wn32)

Y ou can define JADE-specific permission entriesin any of the policy files mentioned above.
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Note that it will read only the user policy file of the user starting the platform, if one exists, and not
those of other users on your system. Note also that the policy is valid for the whole VM, and not just for
JADE, when you run more applications in the same VM (e.g. servlet calling JADE, etc...).

3.5 More complex policy files

In a complex scenario, with many users and many agents, the policy file can become more difficult to
manage. It is suggested that you frequently include comments (“//”) to describe what each entry alows
and, when appropriate, giving details of the reason why you set a permission.

3.6 Java PolicyTool

To help with policy management, the Java SDK provides PolicyTool that is a graphical editor for
policy files. Thistool can be used for editing JADE policy file. It can be invoked with the command:

§po|icytoo| —file nyfirst.policy !

4 JADE PERMISSIONS REFERENCE

Each of the following tables represent a JADE permission and contain the list of privileged actions
permitted for each JADE permission class. The description of the actions is referred to this scenario:

Permission Class Name
(action, ...)

That corresponds to an entry in the policy file that looks like that:

grant principal jade.security.inpl.Principallnmpl "A" {
! perm ssi on Perm ssi onCl assNane "B", "action,

It should be noted that a permission can be granted to a principa that can be a username, agent, or
container. The name of an agent can be provided using aleading slash (“/”).

Example:

grant principal jade.security.inpl.Principallnpl "/agentname-A" {
perm ssi on jade.security.inpl.AgentPerm ssion "usernane-B", "send-to";

This means that the agent called “agentname-A“, can send messages to agents whose owner is
“user nanme- B*.

The policy entry:

grant principal jade.security.inpl.Principallnpl "usernane-A" {
: perm ssion jade.security.inpl.AuthorityPerm ssion "/ans", "sign-dc";
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means that agents belonging to “username-A* are allowed to sign Delegation Certificates where the
AMS agent is the delegated entity. Since the certificate is physicaly signed by the Certification
Authority, this permission means. “be able to ask the Certification Authority to sign a Delegation

Certificate”.

Another example:

ggrant princi pal jade.security.inpl.Principallnpl "username-A" {
: per m ssi on

§in";

)

j ade. security.inpl.ContainerPermssion "/Container-1", "create-

means that “username-A” can create agents in the Container-1.

jade.security.impl.AgentPermission

Action -
Description
create ‘A’ can create agentsowned by ‘B’. Usually ‘A’ ='B'.
ki ll ‘A’ can kill agentswith principal ‘B’.
suspend ‘A’ can suspend the activity of agents with principal ‘B’.
resume | ‘A’ can resume the activity of suspended agents with principal ‘B’.
t ake ‘A’ can take the ownership of agents with principa ‘B’.
send-t0 |:A’ can send messages to agents with principal ‘B’.
send-as |‘A’ can send messages asit was‘B’.
receive-
from ‘A’ can receive messages from agents with principal ‘B’.
nove ‘A’ can command to move agents with principal ‘B’.
cl one ‘A’ can command to clone agents with principal ‘B’.
jade.security.impl.ContainerPermission
Action Description
Create ‘A’ can create anew container owned by ‘B’. Usudly ‘A’="B’.
Kill ‘A’ can kill acontainer owned by ‘B’.
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create-in

can create an agent into a container owned by ‘B’.

Kill-in

can kill an agent into a container owned by ‘B’.

move-from

can command to move agents from a container owned by ‘B’.

nmove-to

can command to move agents to a container owned by ‘B’.

cl one-from

can command to clone agents from a container owned by ‘B’.

clone-to |‘A’ can command to clone agentsto a container owned by ‘B’.
jade.security.impl.PlatformPermission
Action Description
create ‘A’ can start up aplatform. Usualy ‘A’="B’.
Kill ‘A’ can shut down a platform owned by ‘B’
jade.security.impl.AuthorityPermission
Action Description
sign-ic |[‘A’ can (ask the Certification Authority to) sign identity certificates. Usually ‘A’="B’.
sign-dc [‘A’ can (ask the Certification Authority to) sign delegation certificates to delegate ‘B’.
jade.security.impl. AM SPermission
Action Description
regi ster |‘A’ canregister agentsowned by ‘B’ to the AMS.

deregi ster

can de-register agents owned by ‘B’ from the AMS.

nodi fy

can modify the registration of agents owned by ‘B’ in the AMS.

16




5 REFERENCES

(4]
(2]
(3]
[4]

(5]
(6]

(7]
(8]
(9]

JADE Programmers Manual, http://jade.cselt.it/

Java Security, http://java.sun.com/security/

“Introduction to SSL”, Netscape Communication Corp.,
http://devel oper.netscape.com/docs/manual §/security/sslin/contents.htm

Java™ Secure Socket Extension (JSSE) Reference Guide,

http://java.sun.com/j 2se/1.4/docs/guide/security/j sse/ ISSERef Guide.html

Java Authentication and Authorization Service (JAAS), http://java.sun.com/products/jaas/index-14.html

Introduction to Public-Key Cryptography,
http://devel oper.netscape.com/docs/ manual s/security/pkin/contents.htm

Understanding Public Key Infrastructure (PK1),
http://verisign.netscape.com/security/pki/understanding.html

Java - Default Policy Implementation and Policy File Syntax,
http://java.sun.com/j2se/1.4/docs/guide/security/PolicyFiles.html

Multi-User and Security Support for Multi-Agent Systems, A.Poggi, G.Rimassa, M.Tomaiuolo (DIl —
University of Parma), Proceedings of WOA 2001 Workshop, Modena, Sep 2001.

17



